
 
 

May 7, 2012 

Dr. Farzad Mostashari, MD, ScM 

Office of the National Coordinator for Health Information Technology  

Department of Health and Human Services 

Hubert H. Humphrey Building 

200 Independence Avenue, S.W.  

Washington, D.C.  20201 

 

Submitted electronically via www.regulations.gov  

 

RE: RIN 0991–AB82 

Health Information Technology: Standards, Implementation Specifications, and 

Certification Criteria for Electronic Health Record Technology, 2014 Edition; Revisions to 

The Permanent Certification Program for Health Information Technology 

 

Dear Dr. Mostashari: 

 

  Intel appreciates this opportunity to comment on the proposed rule for Health Information 

Technology:  Standards, Implementation, Specifications, and Certification for Electronic Health 

Record Technology, 2014 Edition: Revisions to the Permanent Certification Program for Health 

Information Technology.  As Congress and the Department of Health and Human Services have 

recognized, the adoption of EHRs is a necessary but insufficient step toward improving the 

quality and efficiency of the health care system. Timely, secure access and sharing of patient 

data must be an underlying foundation to support new, more integrated models of care.  

Combined with required decision support and collaborative workflow tools, data exchange will 

dramatically improve the quality and sustainability of care in the United States. We look forward 

to working with the Office of the National Coordinator for Health Information Technology 

(ONC) to refine the proposed rule to achieve the goals that ONC has established for our nation’s 

health care system.   

http://www.regulations.gov/


 

 

Intel commends ONC for the extensive momentum it has built for the adoption of EHRs.  

We are pleased to see the emphasis on interoperability in Meaningful Use Stage 2.  In order to 

achieve patient health information that is seamless, secure and longitudinal, we recommend four 

enhancements to the current proposed rule:  

 

1. Direct and SOAP should both be required to ensure a glide path to both 

interoperability and maturity as providers evolve in their use of EHRs; 

2. Security and privacy should continue to be addressed in a holistic approach 

including the use of policy, risk assessments, procedures, training, and 

technology;    

3. Structured data requirements need refinement to move toward greater semantic 

interoperability and more comprehensive patient records to support better 

analytics and decision support; and, 

4. The role of health information exchanges (HIEs) should be strengthened by 

requiring that certified EHRs are able to send a copy of the HL7 CDA patient 

summary to an HIE, and that participating providers and hospitals are increasingly 

required to deliver such copies to HIEs as they make changes in the patient’s care.    

 

Intel and Health Care   

Intel is known as a world leader in silicon innovation, but our company has also been 

active in the health care arena both directly and indirectly.
1
  Our technologies help to power the 

Internet, the broadband connected world, and many health care institutions globally with whom 

we increasingly work to connect patients, families, providers, and health care researchers with 

one another. For more than a decade Intel has also focused a portion of its research and 

development efforts specifically on health care to better understand how to connect all of the 

major players through a wide array of health information technologies. Intel social scientists, 

medical informaticists, clinicians, and engineers have studied more than 1,000 patient homes and 

250 hospitals and clinics in more than 20 countries to inform the development of products and 

solutions that can help bring forth a connected world for health care.  

                                                 
1 Additional information about Intel is available at www.intel.com/pressroom and http://blogs.intel.com/policy  

http://www.intel.com/pressroom


 

 

Our technologists and architects have advised and led health IT and standards efforts 

creating what we call solution blueprints for health care entities in many parts of the world. For 

example, Intel architects helped the UK with its National Health Information Backbone (Spine) 

and N3 Architecture. We have worked with similar regional and national health exchange efforts 

in Canada (with Health Infoway) and China (with its Regional Health Information Network or 

RHIN requirements) among many others. We were invited to serve as the non-voting technical 

advisor to the recently formed Open Data Center Alliance, a consortium of over 300 global 

organizations who have come together to help make the vision of cloud computing a reality for 

health care and other industries.  

Intel also has a strong commitment to supporting industry-led, voluntary standards 

because market-driven solutions have often proved the best way to maximize the dynamic 

efficiencies of innovation and the beneficial effects on the economy. However, we acknowledge 

the important role that the largest payer of heath care costs, the U.S. government, is playing (in 

order to protect the public welfare, provide access to more patients and control the escalating 

costs) in an effort to accelerate the adoption and exchange of patient health information. We 

concur with the goals to specify certain technology requirements to achieve a robust, secure 

platform. As technology evolves and presents more efficient and effective solutions, any 

governmental requirements must support market innovation and adoption of new technologies 

reflecting lessons from patient, provider, and caregivers. 

 

Interoperability   

Intel supports the secure, free flow of information and the creation of a system that 

engages providers, patients and their caregivers. Such a system must ensure that information is 

accessible, the EHR up-to-date, and that a full record is accessible whenever and wherever 

needed.  The data must be secure at rest, in transit, and in use on any device.  Providers must be 

able to work collaboratively and still have access to the data before, during, and after 

communications with other providers, regardless of how the providers are communicating.      

Intel recognizes ONC’s challenge in addressing the varying levels of health information 

technology maturity across the marketplace as well as the investment made by providers in 

technology. We appreciate ONC’s past acknowledgement of the role of the markets in 



 

 

determining which standards are most useful as technology changes and lessons are learned from 

patient experiences. 

 

The Direct Project as a Glide Path to Interoperability
2
  

Small or rural providers may find Direct to be the most appropriate form of information 

transport where direct serves as a first step to interoperability. Other larger providers or those in 

particular care models may have already invested in more robust forms of technology.  Given the 

varying levels of IT maturity, one approach may be to allow organizations to utilize different 

levels of transport available and incorporate incentives such that the certification process will 

support EMR providers that offer varying transport standards.     

 At an optimum level Direct should support the same structured content and terminology 

standards as the EHR certification criteria (Consolidated CDA, SNOMED CT, LOINC, 

RxNorm, et al.) as well as the standards adopted by the NwHIN. Without the structure from 

these standards, the Direct payload will not be able to consistently populate the patient record as 

point-to-point communications are exchanged among providers.  

 

Require Direct and SOAP 

Since many providers are now offering integrated solutions that go beyond the Direct 

secure messaging, Intel recommends that two sets of standards be required for EHR certification:  

Direct and SOAP.  RESTful should be considered as usage becomes more universal in health 

care. Since many providers will choose Direct as a glide path to full interoperability, they will be 

able to switch to SOAP as their models mature.  Vendors will be able to give providers the 

opportunity to choose the most appropriate standard based upon their current level and partners 

of exchange while still being equipped to move to the next level.  The SOAP standards should be 

adopted.  

 

 

 

                                                 
2 “Health Information Technology:  Standards, Implementation Specifications and Certification Criteria for Electronic 

Health Record Technology, 21014 Edition: revisions to the Permanent Certification Program for Health Information 

Technology”   Proposed Rule.  77 Federal Register 45 (7 March 2012) p. 138398 



 

 

Laying the Foundation for the Future  

 Intel has been a strong supporter of HL7 and the innovations that have developed around 

these standards. With our experience in developing advanced health technologies, we believe it 

is extremely important for the ONC, as well as the Centers for Medicare and Medicaid Services 

(CMS), to build on the existing advances in the HIT space, such as the ONC has done with the 

HL7 versions and National Council for Prescription Drug Programs (NCPDP) standards for 

medications, rather than to create an entirely new foundation.  Many of these technologies are 

already employed by providers and are currently being used to improve care. 

As ONC considers revisions to the standards, we note the importance of ensuring that the 

standards, implementation specifications, and certification criteria incorporated into the final rule 

lay the foundation for future widespread technology innovation.  We believe it is important and 

cost-efficient to build off the standards already being used in current products.  Intel is pleased to 

see the adoption of many of the HL7v3
3
 standards and would urge the ONC to consider the 

profiling work done by organizations such as Continua and the Healthcare Technology Standards 

Panel (HITSP) and Integrating the Healthcare Enterprise (IHE).     

Last, business and technical challenges have arisen in the marketplace that may make the 

full exchange of information more difficult.  Some existing systems may not permit data 

exchange from different vendor’s systems, limiting the free flow of information critical for 

patient care.  Incomplete exchange of information is a clear patient safety risk.  The National 

Institute of Standards and Technology (NIST) is working to develop a basic framework for 

assessing the usability of health information technology systems and ultimately recommending 

performance-oriented user interface design guidelines for EHRs.
4
  Once developed, this should 

be considered part of usability factors for meaningful use standards.  We also recommend that a 

general report from NIST on the state of interoperability be published based on the usability 

testing.  

                                                 
3 Health Information Technology:  Standards, Implementation Specifications and Certification Criteria for Electronic 

Health Record Technology, 21014 Edition: revisions to the Permanent Certification Program for Health Information 

Technology”   Proposed Rule.  77 Federal Register 45 (7 March 2012).   

 

4
 http://www.nist.gov/itl/iad/nist-seeks-health-record-system-manufacturers-to-assist-in-usability-testing.cfm 

 

http://www.nist.gov/itl/iad/nist-seeks-health-record-system-manufacturers-to-assist-in-usability-testing.cfm


 

 

Providers must be able to rely on their MU certified EHR systems or modules to 

guarantee the integrity of queried, transmitted or received data. ONC should consider this issue 

going forward and using the NIST results for usability.   

 

Privacy and Security 

Many health care organizations still take a traditional perimeter approach to privacy and 

security, where there is over-reliance on perimeter controls such as firewalls in the logical sense 

and buildings in the physical sense.  End user technologies enable anytime, anywhere access to 

Protected Health Information (PHI) inside this perimeter.  Cloud moves PHI out of this perimeter 

and into the cloud provider’s data center.   Malware infections routinely occur inside security 

perimeters of health care organizations. With this in mind, Intel strongly recommends protecting 

health care data directly, wherever it is at rest or in transit, including the use of encryption on 

EHR clients, servers, databases and backup systems. 

 Intel strongly advocates a holistic approach to privacy and security including the use of 

policy, risk assessments, procedures, training, and technology. We applaud the attention to 

conducting risk analysis and addressing security deficiencies in Meaningful Use Stage 1 Core 

Measure 15 to “Protect Electronic Health Information,” which highlights the importance of the 

EP, EHs and CAHs continuing to be part of security assurance and confidentiality of PHI data 

within their organizations and on mobile devices used by their organizations.  We believe a 

robust and successful privacy and security practice needs to go further, including the use of 

policy, procedures, training and technology. All usage modes and use cases touching the EHR 

should be covered in the risk analysis conducted by providers, including the creation/collection, 

processing, retention, disclosure/exchange, and disposal of PHI. Risks resulting from 

implementation vulnerabilities and operational aspects of the EHR also should be analyzed, 

including use cases for security key management. Highest priority risks identified should be 

mitigated through a combination of administrative, physical, and technical controls. With health 

care worker end users having so many technical options for getting their job done, it is critically 

important they have adequate training on risks associated with various options, and their 

responsibilities in protecting health information integrated into their clinical workflows. 

ONC recommends that as one certification option, an EHR technology developer needs 

to demonstrate that its  EHR technology can meet  §170.314(d)(7)(ii) and “prove that electronic 



 

 

health information managed by EHR technology never remains on end-user devices after use of 

EHR technology on those devices has stopped.”  Intel does not view this as a viable certification 

requirement based upon associated clinical workflow requirements for multiple care providers 

(such as physician practices, emergency care responders, and rural based practitioners), and 

innovations occurring with end point security technologies,.  

A provider cannot expect to always have broadband to access the software records.  For 

rural providers, EMTs en route, and in real time physician-to-physician collaboration, in 

particular, these providers may not have broadband to allow for accessing the EHR through the 

data server or cloud.   There will be instances in normal day-to-day care provision when it is 

necessary to have data on the device and that device must be secure.  To support emerging care 

models, it is essential to have the functionality of EHRs with the need to ensure the 

confidentiality of PHI data.   

 We believe that health care risks to the integrity and availability of health care 

information need to be assessed and mitigated together with risks to the confidentiality of PHI. 

Preserving integrity of PHI is particularly important in support of evidence based medicine, 

where it is essential for health care data to be complete, accurate and up to date. Similarly, health 

care information needs to be accessible on end point devices for EPs, EHs and CAHs, especially 

for those administering urgent patient care where the quality of care is critically dependent on 

timely and reliable access to health care data.   

The ONC requirement suggests that a provider be “always connected” to access and 

utilize PHI data, which results in a reliance on the network and could, create higher costs and 

limited availability to needed PHI data.  The proposed certification requirement to never allow 

data to be retained on an end user device also overlooks 1) existing technologies available in the 

marketplace, such as software tools that allow users to “cut and paste” read-only information, 

and 2) how the growth of medical video, imaging and text, available strains an “always on” 

broadband network.  

We commend ONC’s attention to protecting the confidentiality of PHI.  Compute models 

that enable limited storage of PHI on a client device, with appropriate safeguards including 

encryption, can both protect the confidentiality and improve the availability of PHI.  We 

recommend a continued focus on providing guidance to health care organizations to include risks 

to confidentiality, integrity and availability of PHI in risk analysis, an emphasis that health care 



 

 

organizations address requirements for end user client devices within their risk analysis and 

include caveats on the use of compute models such as VDI that, while they may mitigate risks to 

confidentiality, may limit the availability of PHI.   

We believe the use of “what you know” (username / password) authentication alone is 

dangerously inadequate for ensuring only authorized access to EHRs, and recommend the use of 

strong 2-factor authentication to minimize risk of unauthorized access to EHRs. 

Intel agrees with requirements for transport security including link encryption and 

integrity controls. We also recommend inclusion of message-level security controls, including 

message encryption, integrity and authenticity, may be required, especially in the case of HIE 

“hubs” such as HISPs. Without such message-level protections, there could be a large volume 

flow of unprotected PHI between transport protections that would protect the PHI over links to 

and from the HISP, but not within the HISP itself. Such large flows of PHI could prove attractive 

to cybercrime, and represent potentially large breaches involving multiple health care 

organizations. These risks should be prioritized and mitigated accordingly, including the use of 

message-level security controls. 

Regarding Meaningful Use Stage 2 requirements for SHA-1 vs. SHA-2, we recommend 

basing the decision on the trends, or change drivers in health care, the associated privacy and 

security risks, and the types of safeguards required to mitigate the highest priority risks. 

Sophisticated covert cybercrime is growing in health care and is likely to become a higher 

priority risk in the longer term. EHRs that include vast databases of rich PHI are bound to 

increasingly be a key target of such sophisticated cybercrime. This type of threat may well 

include compromising the integrity of electronic health information and audit logs for 

sophisticated attacks, and in order for attacks to remain covert. With this in mind, we 

recommended including a recommendation to go to SHA-2 or stronger where it is feasible in the 

timeframe of Meaningful Use Stage 2, and in addition that a sunset date or milestone on the use 

of SHA-1 be explicitly set, after which a stronger hashing algorithm such as SHA-2 or stronger 

shall be required. 

 

Structured Data Issues  

 

Intel supports the movement to one standard for a summary care document.  Since the 

stakeholders have coalesced around the CCDA, we urge ONC to continue the positive work 



 

 

already done by continuing to include HL7, ICD10, LOINC, and SNOMED CT vocabularies 

already accepted worldwide.  We believe that the goals of Stage 2 should be developed with a 

view across programs and providers to facilitate delivery, payment and care coordination 

functions.  Accountable Care Organizations, medical homes, hospital readmission reduction 

efforts and other delivery improvements cannot be implemented well without strong standards 

for interoperability and quality.  Coordination across CMS programs will enhance the 

attractiveness of the models and facilitate provider participation in these programs.   

Coordination should include a certification requirement that all EHR systems are able to 

exchange, at minimum asynchronously, a consolidated CDA template with a public or private 

Health Information Exchange (HIE).  Certification should be expanded to include care 

coordination functionality that demonstrates a system’s ability to exchange health information in 

multiple capacities.  Providers in both Stages 1 and 2 should not only demonstrate a system’s 

ability to exchange data in such an environment, but also to build this process into their 

workflows.   

We commend the proposal by CMS in the Medicare and Medicaid Programs; Electronic 

Health Record Incentive Program – Stage 2 Notice of Proposed Rulemaking published in the 

Federal Register on March 7, 2012 to require an electronic transmission of the summary-of-care 

record for more than 10 percent of transitions of care or referrals outside of organizations with a 

different EHR vendor provides, but would urge ONC and CMS to increase the percentages and 

work toward the goal of including all health care institutions.  In addition Intel urges ONC also 

to require a copy of the patient care summary be sent to the local HIE within 24 hours to create a 

virtual share summary care record as part of this criterion. We support these requirements as a 

bare minimum to promote care coordination in Stage 2.     

 

Structured Data Requirement for CCDA  

Intel believes HL7 CDA is the gold standard of health care informatics for clinical 

messaging and longitudinal health records or summary health records.  Acknowledging the 

additional flexibility that a CCDA may bring to the market, we recommend a path forward to 

ensure semantic interoperability based on a series of templates that have been blended from a 

variety of specifications.  Whether Direct or SOAP transport standards are used to transmit the 

data, the payload of PHI can be structured, coded data that will populate section fields. 



 

 

Unfortunately, today few certified EMR vendors are actually able to import or export a 

fully consolidated CDA consistently at scale.   Few consistently observe the measurement units, 

data types, range of values or terminology standards as specified by the HL7 CDA.  Certification 

must require populating coded sections of the CDA, as opposed to free text which cannot readily 

enable decision support. Intel supports the use of HL7 CDA specifications.  

Intel recommends the following:  

1. Leverage existing standards work and iterate from existing baseline 

Leverage existing standards work from HL7 CCDA, HL7 CDA Implementation 

Guides, NwHIN and earlier HITSP specifications, which draw upon the expertise of 

industry standards development. 

 

2. Identify key documents and participants 

Identify key document types and those EPs and institutions that are responsible for 

electronically submitting these documents within a timely manner after each episode 

of care. 

 Example document types include encounter summary, discharge summary and 

summary patient health record.  Subsequent MU stages can broaden the list of 

required document types. 

 

3. Specify encoded document sections and encoded entries 

Specify which document sections and coded entries are required during which stage 

of Meaningful Use. 

 MU Stage 2 examples might include coded sections for Vital Signs, Problems, 

Allergies, Laboratory Results, and Medications. 

 MU Stage 3 examples might include coded sections and coded entries for 

medication names and dosage, conditions, allergies, etc.  Note that quality 

metrics and clinical decision support require HL7 CDA Level 3 conformance 

(coded sections and coded entries). 

 

As the HL7 CCDA and associated Implementation Guides are further refined, ONC 

should consult appropriate stakeholders and incrementally update the MU guidelines 

accordingly, progressing towards the goal of semantic interoperability. 

 

4. Require software vendors to certify consistent adoption 

Require EHR vendors to produce a CCDA that has corresponding sections populated 

and encoded, and establish a robust certification process to demonstrate consistent 

adoption. 

 

5. Require electronic submittal to regional HIE 

Leverage the investment in HIEs by increasingly requiring an electronic submittal of 

the CCDA be sent to the HIE.  A critical mass of standardized health information is 

required to support clinical decision support, quality metrics and comparative 

effectiveness research.  A shared patient health record across a region is required to 



 

 

support goals for care coordination, improved patient safety, and access to quality 

care. 

 

Hl7 CDA Level 2 Conformance is Needed for Meaningful Use Stage 2 at a Minimum 

In the proposed rule, ONC identifies specific Meaningful Use objectives that require 

structured data including family history, transmission of lab results and the incorporation of lab 

results.  In addition, structured data is necessary for blood pressure, height and weight, as well as 

the required demographic data.  Although we appreciate the structured data requirement in these 

four areas, we recommend HL7 CDA level 2 to ensure consistency. This level of interoperability 

will achieve the kind of semantic interoperability for clinical decision support, quality 

measurement and patient care coordination.   Until we have consistently encoded sections and 

entries, we will not obtain the goal of a summary patient record reflective of changes in patient 

health and coordinated care plans.    

 

Requirements for Clinical Decision Support  

At Intel, we believe that clinical decision support (CDS) is fundamental to the ultimate 

objectives of meaningful use. CDS is more than an enabler for care transition and for 

accountable care. CDS plays a critical role in quality improvement and cost containment.  

Clinicians require more than merely accurate data and seamless interoperability in order 

to care for their patients. Caregivers require a means to obtain diagnostic guidance and evidence-

based medicine when critical decisions must be made. Over a decade ago, the landmark 

publication of the Institute of Medicine, The Quality Chasm, highlighted the tremendous losses 

we suffer through cognitive errors. In the ever-increasingly complexity of modern health care, 

physicians and others in the health continuum cannot be expected to provide the most reliable 

care without the assistance provided by decision support.  

Furthermore, we believe that technical functionality in support of CDS should be 

increasingly and rigorously embedded in solutions that are certified as meeting Meaningful Use. 

The technology should be fully capable of providing up-to-date clinical guidelines, fully vetted 

evidence-based medicine, and critical alerts at the point of care. Moreover, the CDS content must 

be context-sensitive, delivered by push-technology, and sensitive to the work-flow of the 

provider.  



 

 

Today’s standards are fully capable of meeting this promise of CDS. As we move 

forward, the standards must be easy to apply and even easier to implement. It must be fully 

integrated into validated clinical resources and compatible with recognized quality measures and 

consistent with substantiated, achievable clinical outcomes.  

While the implementation of standards for vocabulary, content and transmission should 

be incremental, the critical need for outcome improvement and cost containment will not wait for 

another five years to pass. If caregivers are to be evaluated on outcomes, they deserve the 

technology and support enablers to achieve them. In short, comparative effectiveness and 

accountable care are both merely a vision that will not become a reality without robust decision 

support. 

 

Conclusion 

ONC has helped move the nation closer to the goal of a coordinated, digital health system 

through the encouragement of the adoption of EHRs.  Building upon ONC’s work, Intel believes 

that Direct can be a glide path to interoperability but that SOAP should also be considered a 

requirement to support the EHR as it matures.  

Intel remains concerned, as most users of the health care system are concerned, about 

privacy and security of data.  Data will be accessed through a variety of means and collectively 

we must ensure that whether the data are stored on a device or in a cloud, that it remains secure.  

Therefore, Intel believes ONC should require security not just in software but on devices as well.  

Such a holistic approach will not only provide security, but assist in the patient and provider’s 

feeling of security in the transport and use of sensitive data. 

Structured data is called for by the Meaningful Use objectives.  Intel believes that more 

work is needed to determine what elements of the CCDA need coded data, and in this manner 

can seamlessly populate records through a variety of transport. In addition to point-to-point 

exchange, a copy of the updated patient information should be sent to the HIE to create a virtual 

shared summary care record. 

Clinical decision support has correctly been indentified by ONC as fundamental and we 

believes that CDS should be embedded in solutions that are certified as meeting Meaningful Use.  

These steps are particularly important as we move to coordinated care models and assist 



 

 

providers in using up-to-date clinical guidelines and evidence-based medicine as well as critical 

alerts at the point of care.         

 Intel looks forward to continuing to work with ONC and others to achieve the important 

goal of a fully interoperable, secure and mature health information technology system to 

coordinate and improve care.    

 
 

      Sincerely, 

     

      Eric Dishman 

      Intel Fellow 

      General Manager 

Health Strategy & Solutions 

      Intel Corporation 

      1155 F Street, NW 

      Washington, D.C.  20004 


